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Proteus Wi-Fi Sensors

Accessing your sensor remotely / Port forwarding

Introduction
This application note serves as a guide to setting up port-forwarding on your Wi-Fi router so that you
can access your sensor through the internet from outside of your home/ office network.

To access the Proteus device remotely, you need to assign a static IP for your Proteus Sensor and set
port forwarding on the wireless router to which Proteus is connected.

Important Note

Unless you have a static IP assigned to your internet connection, the chances are the external IP address
will change once you repower / reset / restart the modem or router. This application note assumes that
your modem/ router has either a static external IP or your modem/ router remains ON once you have
identified the (dynamic) IP address.

If you wish to get a static IP, you need to enquire with your internet service provider.

Assign a Static IP Address for Proteus

First, assign a static IP address to your Proteus Sensor. A static IP address remains unchanged even on
power ON/ OFF, identifying a device on your network. Then, provide your router the static IP address of

the Sensor for which you are opening the port. Follow these steps.

1. From a Windows computer connected to your network, click Start, and then type ‘cmd’ into the
search field. Press Enter. This will open a command prompt window.

2. Type ‘ipconfig /all’ in the command prompt window. Press Enter.
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Fig 1. Open command prompt
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C:\Users\Yuan Ma>ipconfig /all
Windows IP Configuration

Host Name . . . . . . . . . . . . : YuanMa-Lenovo
Primary Dns Suffix P

Node Type . . . . . .+ . . . : Mixed

IP Routing Enabled. . . . . . . . : No

WINS Proxy Enabled. . . . . . . . : Neo

DNS Suffix Search List. . . . . . : home

Wireless LAN adapter Wireless Network Connection 3:

Media State . . . . . . . . . . . : Media disconnected

Connection-specific DNS Suffix

Description . . . . . . . . . . . : Microsoft Uirtual WiFi Miniport Adapter #2
Physical Rddress. .+ .+ . . . . : BC-R9-82-83-T6-2B

DHCP Enabled. . . . . . . . . . . : No

Autoconfiguration Enabled . . . . : Yes

Wireless LAN adapter Wireless MNetwork Connection 2:

Media State .. . . . . ¢ Media disconnected

Connection-specific DNS Suffix

Description . . . .« + « « . . @ Microsoft Uirtual WiFi Miniport Adapter
Physical Address. . . . . . . . . : 8C-R9-82-83-76-2B

DHCP Enabled. . . . . . . . . . . : Yes

Autoconfiguration Enabled .

Wireless LAN adapter Wireless Network Connection:

Connection-specific DNS Suffix . : home

Description . . . . . . « . . . : Intel(R) WiFi Link 1008 BGN
Physical Address. . . . . . . . . : 8C-PA9-82-83-76-2R

DHCP Enabled. P

Autoconfiguration Enabled .

IPU4 Rddress. . . . . . . . . : 192.168.1.8(Preferred)

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Lease Obtained. . . . . . . . . . : Tuesday, January 14, 2014 2:47:24 AM
Lease Expires . . ..+« . .+ . : Wednesday, January 15, 2014 2:47:25 AM
Default Gateway . . . . . . . . . : 192.168.1.1

DHCP Server . . . . . . . . . . . : 192.168.1.1

DHCPuE IAID . . . .. . . . . . : 378317186

DHCPue Client DUID. . . . . . . . : 00-91-00-01-15-5B-0C-7B-FO-DE-F1-5C-DS5-1D
DNS Seruvers . . . L. . . ... 19218811

NetBIOS over Tecpip. . . . . . . . : Enabled

Fig 2. ipconfig output

Record the following numbers listed under your network connection (labeled "Ethernet adapter
Local Area Connection" or "Wireless LAN adapter Wireless Network Connection"):

Subnet Mask
Default Gateway
DNS Servers

Pick an unused IP address for Proteus. This must be an IP in the same subnet (first 3 octects the
same as your PC’s IP address) with a different 4™ octect. If your PC’s address is 192.168.1.8, you
can pick for e.g.192.168.1.10. To ensure this newly picked IP address is NOT used by other
device or computer, type ping IP address in the same command window with step 2
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C:\Users\Yuan Ma>ping 192.168.1.10

Pinging 192.168.1.10 with 32 bytes of data:

Reply from 192.168.1.8: Destination host unreachable.
Reply from 192.168.1.8: Destination host unreachable.
Reply from 192.168.1.8: Destination host unreachable.
Reply from 192.168.1.8: Destination host unreachable.

Ping statistics for 192.168.1.10:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Fig 3. ping output

For an unused IP address, ping should return message like "Destination host unreachable".
For IP address in use, the return message will be "Reply from ... bytes=32 time=xx ms..."

5. Now that we have an unused IP, we are ready to assign this (static) IP address for Proteus.
a. Open a web browser, go to Network Configuration page on Proteus.
b. Make sure ‘Enable DHCP’ box is unchecked.
c. Enter the network information. The IP address should be the unused IP you picked and
tested in step 4, say 192.168.1.10 in this example. The Gateway, Subnet Mask and
Primary DNS should be the same with what we collected in step 3.

Network

NOTE: This page allows the configuration of the device’s network settings. Please read the,
before changing settings.

Enter the configuration details
MAC Address 00:1E:CO:0E AF-TE

Host Name PROTEUSDEV Must be Less than 16 bytes

Enable DHCP
IP Address 182.168.1.10

Gateway 192.168.1.

Subnet Mask 255.255.255.0
Primary DNS 182 1681 1
Secondary DNS 4221

HTTP Port # 80

Fig 4. Network Setting for Proteus

Forward Port on the Router

Now that you have a static IP assigned to Proteus device, log in to your router’s interface and open a
HTTP port.

1. Open a Web browser, type your Default Gateway number (it is 192.168.1.1 in this example) into
the address bar, and press Enter.
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2. Enter your username and password to access your router’s interface. The default username and
password should be listed in your router’s documentation, on a sticker on the side of your
router, or on the Port Forward website. If the username and password have been changed from
the defaults and you don’t remember them, you’ll need to reset your router.

3. To forward ports on your router, look for a tab or menu labeled "Applications & Gaming",
"Advanced", "Firewall Settings", "Port Forwarding/Port Triggering", "NAT/QoS" or something
similar.

4. No matter what the router or interface, you'll need to enter the same basic information. Enter
the port you want to open under Internal and External, or enter a range of ports to open under
Start and End. For Proteus, the port number should be 80 for Internal and External, Start and
End.

5. Choose the Protocol (TCP).
6. Enter the static IP address you created for Proteus.

7. Be sure Enable is selected if available. Enter a name, like HTTP, under Application if you want,
then save the changes.

Port Forwarding
This feature enables applications (Games, Webcams, 1M & Others) by opening a tunnel between remcte (Internet) computers and 2
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Fig 5. Port Forwarding on Verizon FiOS Router


http://portforward.com/default_username_password/
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Fig 6. Port Forwarding on Linksys Router

8. Now, if you want to check and be sure your router’s port is open and functioning, you can try
with this web-based tool — the You Get Signal Port Forwarding Tester, or type
http://www.yougetsignal.com/tools/open-ports/ in a web browser, see Fig 7. All you have to do
is enter port number 80 in the box. Your external IP should be provided already, but if not, just
click the “Use Current IP” link, then hit the “Check” button. This will check if your router has the
port open and if it’s getting to a place on your network that can handle it. If everything’s good,
you’ll see a green flag icon and a message that says that your port is open, Fig 7. Ultimately,
though, you can try to access your forwarded service by using your external IP address. Record
the "Remote Address" or "external address" shown on the webpage of Port Forwarding Tester,
this is your router’s external IP address.


http://www.yougetsignal.com/tools/open-ports/
http://www.yougetsignal.com/tools/open-ports/

AN9S007

you getsignal

B —PortForwarding Tester
[ your external address
B 1745

— open port finder

IT Remote Address |:| Port Number

"¢ Use Current IP

(€] =7 Port 10000 s closed on )

about

Il'f" The open port checker is a tool you can use to check your external IP address and detect
open ports on your connection. This tool is useful for finding out if your port forwarding is setup

I@ correctly or if your server applications are being blocked by a firewall. This tool may also be

— used as a port scanner to scan your network for ports that are commonly forwarded. It is

[g) important to note that some ports, such as port 25, are often blocked at the ISP level in an

attempt to prevent malicious activity.

Fig 7. Port Forwarding Tester
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Fig 8. Report from Port Forwarding Tester

9. Go to other place outside of you router like using your cell phone with data service, open a web
browser, type your router’s external IP address, you should see the web interface of Proteus!
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